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From Automated to Autonomous: 
Orchestrating the Network with 
Agentic AI
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Knowledge workerGen AI AGI

Can Agents replace Knowledge workers?

?

?
Wrong Question!
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Guardian angel Cognitive amplifier

Anticipates what you want to do and 
helps you to do it with less effort

Discovers and warns you about 
unanticipated, possibly catastrophic 

events that could impact your 
safety, security, and wellbeing

Augmenting, not Replacing the Knowledge worker

Knowledge worker

… Dr. Raj Reddy, CMU, Turing Award winner
Future opportunities lie in creating tools for coping with 21st century world of 
“too much information and too little time”.
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Cognitive Amplifiers for the Network Knowledge Worker

Network
Knowledge worker

Network planning & 
testing

Digital twins

Capacity planning

Failure simulation

Task automation & 
Documentation

MOP generation

Network audits

Security posture analysis

Dynamic Network 
optimization

Failure impact analysis

Path optimization

BGP Hijack mitigation

Information distilling 
& Faster RCA

Event summarization

Expert runbooks

Multi-domain correlation



Agentic systems: The building blocks
Tuning the system to its environment
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• Embeds domain-specific knowledge directly into model weights

Tools
(Data + Actions)

Agent
Knowledge RAGs

(Data + Context)

Real-time streaming
(More data)

Fine-tuned LLMs
(Model w/ context)

• Continuous feed of current system state, sensor data, and 
metrics

• Retrieves relevant information from indexed knowledge bases
• Gives the agents more context (your secret sauce)

• Connects agents to environment (systems, databases, services)

Context 
creates

meaning

Data 
creates

knowledge



Agents & Tools
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User

Prompt Response

NW Agent

LLM & Memory

Agentic system

Agents

MCP

Tools
LLM

LLM

LLM Data

Observe

Tools

Environment

Data Lake

Databases

Network devices

Controllers

Telemetry

MCP 
Server

MCP 
Client

DB Agent Tools

LLM & Memory

Agent

LLM & Memory

A2A

Orchestrator/
Planner

Beyond traditional AI:
• Agentic AI doesn't just respond—it plans, executes, and adapts to achieve complex objectives. 
• A2A & MCP provide standardized interfaces to integrate custom environments into the LLM’s context.
• Agents don’t always need A2A & MCP for integration. They can leverage traditional interfaces.



UC 1: Network infrastructure Assessment, Config Audit 
(BGP, SRv6)

Anatomy of an Effective Network Assessment Prompt
Provide Structured Instructions: Guide the AI with a clear, 
step-by-step process rather than a single, broad command.

Decompose the Objective into Granular Tasks: Break 
down the high-level goal into specific areas of analysis. For 
example:
— ISIS Topology & Adjacency Review
— BGP Peering & Policy Audit
— SRv6 Path Validation
— VPN Service Configuration Check
— Summary of Findings & Recommendations

Define Negative Constraints (The "Don'ts"): Explicitly 
state what the agent must not do or include in its output. 
This is a critical guardrail to mitigate model hallucination 
and keep the analysis focused.



UC 2: MOP generation
Inference + Multi agent + Fine-tuned RAG
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Generate a MOP for MX10003 for 
JUNOS upgrade from 21.3 to 23.2

Agent responds with Generate MOP 
based on Agents + fine-tuned RAG

User

Prompt

Response

RAG (Storage + Vector Search Engine)

MOP 
Documents

Indexing Chunking Embedding

Search RAG 
tool

MetaData Agent

Pre-Upgrade Agent

Upgrade Agent

Post-Upgrade Agent

Contingency Agent

Generate MOP  
tool

Automated Metadata indexing
Ranking & Scoring mechanism

Original MOP

~60-70 pages

Generated MOP: ~60 pages

• Understands environment-
specific context

• Aligned to original MOP structure 
and formatting, cohesive & 
coherent

• Captures all the relevant contentStructuring 
& Cleaning

Agent

LLM
(Public cloud)

Vector DB



Why RAG & Multi-agent?
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Setup

Result

Inference only
(no RAG, LLM fine-tuning or multi-agent)

Agent

LLM

Memory

Generated MOP:

• 11 pages

• Generic MOP based on LLM’s previously 
learnt knowledge

• No environment-specific context

Inference + RAG
(no LLM fine-tuning or multi-agent)

Agent

LLM

Memory

RAG

Data Vector DB

MOPs

Generated MOP:

• 278 pages

• Understands environment-specific context

• Poorly structured, not coherent & cohesive

Inference + RAG + Multi-agent
(no LLM fine-tuning)

Agent

LLM

Memory

RAG

Data Vector DB

Pre-upgrade

Upgrade

Post-upgrade

Agents

MOPs

Generated MOP:

• ~60 pages

• Understands environment-specific context

• Aligned to original MOP structure and 
formatting, cohesive & coherent

• Captures all the relevant content

Original MOP: ~60-70 pages



UC 3:  Network capacity planning
Failure simulation and What-If analysis
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MCP server

access-1 access-2

core-1

border-1

transit-1 transit-2

border-2

core-2

ce-1

Routing Director
Learnt 

topology

1. Topology Learning from live network

2. Creation of Digital twin in planner based on 
live topology

3. Exhaustive Simulation Analysis

4. Autonomous Step by Step What if Analysis

5. Reasoning over What if Analysis & Exhaustive 
Analysis

6. Construct a Report after Reasoning

7. Recommend Network design choices based 
on critical node/link failures

Digital Twin

Generate a Planning 
Report for my Network

Here is your complete 
Network Planning Report

User

Prompt

Response
Agent

LLM
(Public cloud)



UC 4: BGP Route hijacking

Leveraging External Intelligence for BGP Analysis to 
mitigate issues like Route Hijacking

•Integrates with Authoritative Sources: The agent 
autonomously queries public data platforms like Cloudflare 
Radar and RIPE Stats.

•Provides External Visibility: Gains an essential "outside-
in" view of BGP routing to validate internal observations.

•Enables Event Correlation: Correlates global routing data 
with internal network events for faster, more accurate root 
cause analysis.

Agent

RIPE Stat MCP

JUNOS MCP



UC 5:  Multi-domain Root Cause Analysis
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DC 2DC1-GW DC2-GW

BL 1 BL 2

Leaf 1 Leaf 2

Spine 1 Spine 2

DC 1

BL 1 BL 2

Leaf 1 Leaf 2

Spine 1 Spine 2
Apstra 
MCP 

Server

Linux 
MCP 

Server

JUNOS
MCP 

Server

Front 
end 

Client
User

API

Netconf

SSH

MCP

Server 1 Server 2 Server 3 Server 4

Demo scenario: 
- User complains that latency is high from server1 to server3
- Typical latency = 5ms, Current latency = 200ms
- Agent troubleshoots the problem to find the root cause

Latency is high from 
server1 to server3. 
Typically it is 15ms, 

now it is 200ms.

Latency = 200ms

Compute

DC Network

WAN Network



Agent understands the 
underlay and overlay 
topology
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Agent runs server-to-server latency test
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Agent diagnoses the cause of the high-latency
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Agent fixes the problem
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The Augmented Network Knowledge Worker
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The Augmented
Network Knowledge Worker

Document generation

Digital Twins

Network Planning

Audits & Reports

Security posture 
check

Cross-domain Orch

Route validation

Expert runbooks

Root Cause Analysis

Sustainability



Learnings
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Model
selection

Choose wisely: LLM vs SLM (Bigger is not always better!)

Find your sweet spot: 20-30B models in our experiments (GPT-OSS-20B, Qwen2.5-coder:32B, Gemini2.5-flash-lite)
Consider: Context window, Training data, Agentic capabilities, Open-source vs Open-weights vs Closed  

Agents
Be pedantic: Use Pydantic classes for data validation, parsing, and serialization
Design your execution patterns: Sequential vs Parallel, Orchestrator & Planner agents, Observer & Critic agents

Manage context windows: Provide only the required tools

Agent-
to-agent

Frameworks: Choose your favorite, connect them through A2A
Design your callbacks: How and when agents handoff, How they use short-term and persistent memory

Keep them in check: Prevent scope creep across agents (define the boundaries) 
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