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Defend AI Applica3ons, 
Wherever They Run 
with A10 AI Firewall.



Overview

• What is AI?
• Why AI transforma1on happening fast?
• Evolu1on of AI
• Shi: in security focus with AI
• Why Tradi1onal Security Cannot See AI-Na1ve Threats
• Transi1onal Security vs AI
• A10 AI Firewall



What is AI?
Artificial Intelligence (AI) 
Systems that can simulate human intelligence by 
understanding, generating, and reasoning with 
data.

In the modern enterprise context, this is 
primarily driven by Large Language Models 
(LLMs) such as ChatGPT-style systems.





Why this transforma.on is happening so 
fast!

• LLMs are now embedded in enterprise apps (Microsoft, SaaS, 
APIs) 

• Open ecosystems (RAG, plugins, agents) make integration 
easy 

• Businesses demand automation and productivity gains 
• AI is becoming a core interface between users and systems 

AI is now a production workload, not an experiment





“Smart chatbot” phase
==================
Example: early ChatGPT-
style models 

Focus: text generation and 
Q&A 

Single-turn interaction 

No real decision-making 
capability



“Enterprise Assistant” phase
==================
Context-aware conversations

Summarize, Analyze, and 
assist workflows

Integrated into enterprise 
applications via APIs

Supports multi-step 
reasoning



“Autonomous Digital Worker” phase
==================
LLMs that can act, not just respond

Execute tasks, call APIs, make 
decisions

Multi-step autonomous workflows

Connected to tools, data, and 
systems







Shi) in Security Focus



How is AI Changing Security

Expanded Attack SurfaceSemantic ThreatsNature of AI Traffic

• AI agents connect to tools, 
APIs, databases, and 
knowledge sources

• New pathways for data access 
and manipulation

• Expanded attack surface 
across the AI application 
pipeline

• AI attacks exploit intent and 
context, not patterns or 
signatures

• Threats use natural language 
prompts and instructions

• AI models follow instructions, 
making them easy to 
manipulate

• Multi-modal in nature

• Asymmetrical, non-
deterministic, semantic 
interactions

• Tokenized, conversational 
exchanges

• Pattern-based inspection 
can’t interpret AI interactions



VS



VS



Tradi;onal Security vs AI Security 
Traditional AI-Security

(NG-Firewalls, NGWAFs, etc.)
Security for AI

(LLM Protection)

Deterministic rule enforcement Non-Deterministic behavior and 
responses

Based on syntax and pattern 
matching

Requires semantic understanding 
of intent and context

Designed for symmetric request-
response traffic

Handles asymmetric, multi-step 
AI interactions

AI for Security



Risks of using Genera/ve AI for Business

Potential unintentional information leakage or reuse of leaked information

• UnintenJonally leaking personal informaJon or 
trade secrets to outside

• Provides informaJon where it cannot be controlled 
(generated AI)

• ConfidenJal informaJon could be used 
to train generaJve AI

• Possibility of confidenJal informaJon being used 
to answer other users

Example:
“Change the format of internal files.”

“Summarize the contents of 
this report.”

“Let me ask you a question about 
the content of the meeting.”

Genera6ve AI (LLM)



The Solu;on – A10 AI Firewall

Highly accurate 
deep prompt inspection 

Flexible deployment 
on-premises or in the cloud 

Easy setup & intuitive operation    
with natural language policies

Observability 
into AI interactions  

A10 AI Firewall

Gen AI Services
Target LLMs



A10 AI Firewall with Forward Proxy

Improving the security of generative AI use in enterprises

Genera6ve AI (LLM)

• A10’s AI FW (LLM) inves6gates input / output 
prompts to / from Public Gen AI, and blocks 
malformed request / response

• SSL/TLS decrypt/re-encrypt

Gen AI (LLM)



Chatbot
service

RAG - Product manuals, service 
disrup6on informa6on, FAQ, etc.

GeneraJve AI (LLM)

Retrieval of related 
informaJonQuery prompt

ResponseUser

Risks when using Genera/ve AI Services

Leakage of internal informaJon
Inappropriate response

Potential for leakage of trade secrets and other information 
and inappropriate responses



AI Firewall protects against 
leaks of confidential information and attacks on systems

A10 AI FW (LLM) inspects input/output to Gen AI 
and blocks unauthorized requests/responses

Chatbot
service

GeneraJve AI (LLM)

Query prompt

ResponseUser

A10 AI Firewall with Reverse Proxy
RAG - Product manuals, service 
disrup6on informa6on, FAQ, etc.

Retrieval of related 
informaJon

Gen AI (LLM)



A10 AI Firewall with Custom Rules

A10 Guardrails

Custom Policies
Configure for Business 

Vertical, Target Audience, 
Compliance

Policy 1 : Allow only authenticated internal users and trusted 
endpoints to access AI system requests

Policy 2 : Block all external or unauthorized access, including 
LLM applications and internal Q&A systems

Policy 3 : Review all AI-generated responses to prevent leakage 
of sensitive information, including confidential data and PII

Policy 4 : Block requests that match the OWASP Top 10 
vulnerabilities for LLM applications

Natural Language Inputs for Policy Configuration 
via API or UI 

Policies Updated 
in Real Time

Set Policies Once,
Apply Automatically



Define rules and map them such that GenAI responses are automaPcally allowed or blocked according to 
each user's permissions and organizaPonal role

User/Group Base Policy Management



Dig into AI Events with Threat Analysis & Reasoning

Drill down and review all policy violations   
• Threat type mappings (MITRE, NIST, OWASP, A10 subthreat type)
• In-depth analysis of interactions and violations with reasoning

Example of muti-turn prompt injection



• Detailed logs capture who asked what, when and why a request was blocked with reasoning insights

• Helps admins ensure AI interacJons aligning with org’s governance and compliance requirements
• Logs/ analy6cs data export is on the roadmap

Keep Track of AI Interac;ons

← Search logs using  
powerful filters 

← Adjust date range to 
analyze paXerns and 
trends

← Download the logs 
(.xlsx file)



• Inspects all AI interac1ons using full AI Firewall inspec1on pipeline
• Never blocks traffic, even when a policy viola1on is detected
• Flags and logs all detected viola1ons for review and analysis
• Enables visualiza1on of threat paJerns to measure and tune policy effec1veness 

before enforcement

Evaluate Policies Safely with Monitoring Mode



• Instead of blocking it, allowing the AI to conJnue 
using the system

• 55+ PII categories accurately 

• "credit card","cvv","driver's license", Etc..

• Detect and redact PII in input text

• AutomaJcally masks (or anonymizes) personal 
and confidenJal informaJon included in AI input 
prompts 

Data Redac;on
PII (Personally Identifiable Information): Any data that can be used to identify a specific individual, such as name, 
email address, or ID numbers.



Verify Your Guardrail with Playground

Interactive, sandboxed environments 
that allow to test your custom guardrails 
• Support both input and output
• Reasoning 
• Up to 1000 chars.



Analy1cs dashboard 

• Monitor AI security 
events and idenJfy 
potenJal threats

• Refine the view using  
powerful filters and 
date/Jme range

Gain Real-;me Analy;cs and Performance



Deploy anywhere and 
integrate seamlessly into 
existing AI infrastructure

Easy to setup and operate 
with natural language policies 

and intuitive UI

Protect AI apps with 
confidence, by the highly 

accurate deep prompt 
inspection

Defend AI-enabled Apps Wherever They Run 
with A10 AI Firewall

Efficacy FlexibilitySimplicity
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